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Fundamentals of Network Security
1. Basics of Information Security

– Security architecture and infrastructure; security goals (confidentiality, integrity, availability, 
and authenticity); threats/vulnerabilities/attacks; risk management

2. Cryptographic Building Blocks
– Symmetric crypto: ciphers (stream, block), hash functions, message authentication codes, 

pseudorandom functions
– Public key crypto: public key encryption, digital signatures, key agreement

3. Network Security Protocols & Standards
– Overview of networking and PKI
– Transport Layer Security (TLS) protocol
– Overview: SSH, IPsec, Wireless (Tool: Wireshark)

4. Offensive and defensive network security
– Offensive: Pen-tester/attack sequence: reconnaissance; gaining access; maintaining access; 

denial of service attacks (Tool: nmap)
– Defensive: Firewalls and intrusion detection

5. Access Control & Authentication; Web Application Security
– Access control: discretionary/mandatory/role-based; phases
– Authentication: something you know/have/are/somewhere you are
– Web security: cookies, SQL injection
– Supplemental material: Passwords
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Network Security Protocols

• Public Key Infrastructure
• Networking
• Transport Layer Security (TLS)
• Other protocols
– Secure Shell (SSH)
– IPsec
– Wireless networking
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Assignment 1
1a) Secure email - PGP
• Generate a public key / 

private key pair
• Send me an encrypted 

email using PGP

1b) HTTPS connections
• Inspect X.509 certificates 

used in a browser
• Use Wireshark to 

examine the messages in 
a TLS connection
– Can do in Kali Linux or in a 

local installation of 
Wireshark

1c) Choosing network 
security protocols
• Discuss the use of 

different protocols
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PUBLIC KEY INFRASTRUCTURES 
(PKI)

Problem: How does Bob get Alice’s public key to begin with?
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The key establishment problem

• Symmetric ciphers and message 
authentication codes provide confidentiality 
and integrity against man-in-the-middle 
attacks

• But require a shared key between the sender 
and the receiver

• How to establish a shared key without a 
secure communication channel?
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Key distribution
With asymmetric 

encryption
• For n parties, each party:

– Creates their asymmetric key 
pair

– Publishes their public key
– Keeps the private key secret

• For n parties, only n key pairs 
must be created

• Distribute them authentically
through out-of-band method

With symmetric 
encryption

• Someone creates a secret 
key for each pair of 
communicating paties

• For n parties, n2 secret keys 
must be created

• Distribute them 
confidentially through out-
of-band method
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Public key distribution problem

• Man-in-the-middle who replaces public keys 
can then decrypt

• How can we distribute public keys 
authentically?
– Especially if we don't have a basis of trust to begin 

with?
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How to distribute public keys?
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Public key trust models
User-centric model

- Web of trust
• Each user maintains a key 

ring containing public keys 
of other users they trust

• Users are completely 
responsible for deciding 
which public keys to trust

• Examples: 
– PGP (Pretty Good Privacy)
– GPG (GNU Privacy Guard -

open source version of PGP)

Trusted authority model
- Public key infrastructure
• Trusted authorities perform 

checks and issue certificates
endorsing public keys

• User trusts all certificates 
issued by an authority

• Examples:
– PKI in web browsers
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Certificates and certificate authorities

• Relies on trusted authorities (called certificate 
authorities) to vouch that public keys belong to certain 
subjects

• A certificate is an assertion by a trusted third party that 
a particular public key belongs to a particular entity.

• A digital certificate contains
– The subject's identity
– The subject's public key
– Additional information (e.g., validity period)
– The issuer's digital signature
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Certificates and certificate authorities

The certificate authority generates a certificate by
1. Obtaining the subject’s public key by some trusted mechanism.
2. Verifying that the subject really is who she says she is.
3. Signing (using the certificate authority’s private key) the subject’s 

public key and name.

This allows two parties who have never met to establish trust 
between them:

– Exchange certificates.
– Do authentication using digital signatures.
– If they each trust the certificate authority that signed the other 

party’s certificate, they can now be certain who the other party 
is.
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X.509 certificates
• X.509 is a standard 

format for digital 
certificates

• Current version: v3
• Standardized by 

International 
Telecommunication 
Union (ITU-T)

• Important fields in X.509 
digital certificates are:
– Version number
– Serial Number (set by the CA)
– Signature Algorithm identifier 

(Algorithm used for dig sigs) 
– Issuer (Name of the CA)
– Subject (Name of entity to 

which certificate has been 
issued)

– Subject Public Key 
Information

– Validity period (certificate 
should not be used outside 
this time)

– Digital signature (of the 
certificate, signed by the CA)
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X.509 certificates
A standardized format for certificates.
Uses a strange (old) format called 
ASN.1 and a strange binary encoding.

Public key

Certificate authority

Validity period

Revocation 
information

Domain name

CA’s signature on 
everything 15



Certificate revocation

• Once a certificate’s been issued, what 
happens if the user’s private key has been 
compromised?

• We would like to be able to revoke the 
certificate, or indicate that it should no longer 
be trusted.
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Certificate revocation mechanisms
Certificate Revocation 

Lists (CRLs)

• Each CA can publish a file 
containing a list of 
certificates that have been 
revoked.

• Have to download whole 
list.

• CRL address often included 
in certificate.

Online Certificate Status 
Protocol (OCSP)

• An online service run by a 
CA for checking in real-time 
if a certificate has been 
revoked. 

• Don’t have to download 
whole list.

• Not widely implemented.
• Compromises user privacy
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Public key infrastructure

A public key infrastructure (PKI) is
• a set of systems (hardware, software, policies, procedures)
• for managing (creating, distributing, storing, revoking)
• digital certificates.

Includes:
• one or more certificate authorities
• users
• relying parties
• possibly a timestamp server
• possibly a directory server storing certificates (e.g., LDAP 

server, Active Directory server) 18



Public key infrastructure
A public key infrastructure (PKI) is
• a set of systems (hardware, software, policies, procedures)
• for managing (creating, distributing, storing, revoking)
• digital certificates.

Includes:
• one or more certificate authorities
• subjects
• users
• relying parties
• possibly a timestamp server
• possibly a directory server storing certificates (e.g., LDAP server, 

Active Directory server)
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Hierarchical CAs

Issued 
certificates

Intermediate 
CAs

Root CA CAGlobal

CACanada

Cert1 Cert2

CAUSA

Cert3
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Using certificates for confidentiality

• Suppose Alice wants to send a message confidentially to Bob
1. Alice needs Bob's public key

1. Alice obtains CertBob, signed by CA1

2. Alice checks that the identity in CertBob is the Bob she wants
3. Alice verifies CA1's signature on CertBob using CA1's public key
4. Alice extracts pkBob from CertBob

2. Alice uses pkBob to encrypt message M for Bob

• Does this provide confidentiality – can only Bob read the message?
– If Alice trusts the CA that issued CertBob to

• Check the identity of subjects before issuing certificates
• Not issue fraudulent certificates

– And Alice is certain of the CA's public key
– Then Alice can be sure that only Bob will be able to decrypt the 

message
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Using certificates for 
authentication/integrity

• Suppose Alice wants to check if a message really came from Bob
1. Alice needs Bob's public key

1. Alice obtains CertBob, signed by CA1
2. Alice checks that the identity in CertBob is the Bob she wants
3. Alice verifies CA1's signature on CertBob using CA1's public key
4. Alice extracts pkBob from CertBob

2. Alice uses pkBob to verify the signature on a given message supposedly from 
Bob

• Does this provide integrity– can only Bob send messages?
– If Alice trusts the CA that issued CertBob to

• Check the identity of subjects before issuing certificates
• Not issue fraudulent certificates

– And Alice is certain of the CA's public key
– Then Alice can be sure that only Bob will be able to sign messages that verify
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Trustworthiness of CAs

• We assume that CAs
– Check the identity of subjects before issuing 

certificates
– Don't issue fraudulent certificates
– Protect their own signing key
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Applications of PKI

• Web site authentication (TLS)
• Email authentication (S/MIME, PGP)
• Domain names (DNSSEC)
• Digital identities
– e.g., national identity cards (Belgium, Spain, 

Germany)

• Business-to-business e-commerce
– e.g., digitally signing transactions, XML signatures
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Browsers trust hundreds of 
CAs (directly or indirectly) by 
default.

Any CA can issue a 
certificate for any domain.
(Some new protocols help 
restrict that.)



CA/Browser Forum
• Voluntary consortium of 

CAs and browser 
vendors

• Issue guidelines for CA 
management and 
procedures
– Effectively requirements 

for CAs to have their 
certificates installed in 
browsers
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Secure email

• X.509 certificates can also be used to send secure email:
– digitally signed
– encrypted

• S/MIME (Secure/Multipurpose Internet Mail Extensions):
– Supported in most desktop mail programs.
– Relies on a public key infrastructure.

• PGP (Pretty Good Privacy):
– Available as an add-on to most desktop mail programs.
– Uses public keys, but doesn’t require CAs: users manually 

distribute their keys in a “web of trust”
• Not widely used:

– Users must know how set up public keys and obtain S/MIME 
X.509 certificate or distribute PGP public keys.

– Little to no support in webmail.
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NETWORKING
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IETF Internet Protocol suite
Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G

There’s also the 7-layer OSI model.
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Application

Transport

Internet

Link

Application

Transport

Internet

Link

Internet

Computer 1 Computer 2

Internet Communication - Basics
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Link (a.k.a. network access) layer
The link or network access layer is the physical layer 
and is associated with computer hardware.

Goal: 
• provide addressing and 

delivery in a local network

Addressing:
• physical addresses identify 

network nodes
– Ethernet MAC address

Computer networks can use a 
large number of connections and 
transmission media
• Telephone wires
• Ethernet (twisted pair) cables
• Optic Fibre cables
• Satellite communications
• Mobile phone networks
• Wireless networks
• Bluetooth
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Internet (a.k.a. network) layer
The Internet layer runs a low level protocol called the 
Internet Protocol (IP) (plus a few extra helpers, e.g. ICMP).
• IPv4 (1981), IPv6 (1996)

Goal:
• provide global 

addressing and delivery
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Internet (a.k.a. network) layer
Addressing

• Each host has a unique IP 
address:
– IPv4, 32 bit, 

e.g., 131.181.118.220
– IPv6, 128 bit, 

e.g., 2001:0db8:85a3:0000:
0000:8a2e:0370:7334

Packet routing

• Organizations are assigned a 
range of IP addresses that 
they manage and assign to 
their computers.
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Internet layer addressing: 
Domain Name System (DNS)

• Hierarchical directory service for domain names
• Main feature: translates domain names into IP 

addresses

• A domain name record can provide a variety of 
additional information
– Authorized name servers
– Mail server addresses
– Anti-spam information
– Public keys
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Hierarchical domain name resolution

To find the IP address for domain www.wikipedia.org:
• Browser asks its local DNS server
• If local DNS server has the answer cached, it returns it.
• Else, local DNS server asks a root nameserver (10 global)
1. Root nameserver looks up nameserver for .org and redirects to it
2. Nameserver for .org looks up nameserver for wikipedia.org and redirects to it
3. Nameserver for wikipedia.org responds with IP address for www.wikipedia.org
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Transport Layer
The transport layer establishes basic data channels for 
applications.

Goal:
• Establish channels for 

applications between 
hosts

Addressing:
• Ports identify different 

applications on same 
computer
– 16-bit number

• Two main protocols:
– TCP: Transmission 

Control Protocol
– UDP: User Datagram 

Protocol

36



Transport Layer
TCP (Transmission Control 

Protocol)
• connection-oriented protocol

– back-and-forth, ongoing 
connections

• reliable
– long messages split into 

packets
– in-order delivery of packets, 

recombined to long message
– error checking
– retransmission of lost packets
– congestion control

UDP (User Datagram 
Protocol)

– connectionless protocol
• send a packet, that’s it

– unreliable
• simple error checking
• no retransmission of lost 

packets
• used for streaming

– audio, video, VOIP
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Application Layer
Application layer protocols are used by applications to 
provide user services over a network.

Each application protocol has unique 
message formats that are sent and 
received to achieve their tasks.
• HTTP (web)
• FTP (file transfer)
• SSH, Telnet (login)
• SMTP, POP3, IMAP (email)
• XMPP (chat)
• BitTorrent (I’m sure you know what 

this is used for)

Each application protocol 
requires the lower network 
layers (TCP, IP, Network Access) 
to communicate on the 
network.

Many use an intermediate 
protocol called SSL/TLS for 
encryption and authentication.
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Client-server on the Internet
• Each application server listens for messages on a 

particular port number.  Common ports:
– web servers:  port 80 (HTTP), 443 (HTTPS)
– login: port 22 (SSH), 23 (Telnet)
– file transfer: port 20/21 (FTP), 22 (SFTP/SCP)
– email servers:  port 25 (SMTP), 220/993 (IMAP), 110 (POP)

• Clients identify the machine they want to connect to 
using an IP address.

• Clients identify the program they want to use 
using a port number.
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Client-server communication
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Application

Transport

Internet

Link

Client
Request

RequestPort

RequestIP Port

Application

Transport

Internet

Link

Server
Request

RequestPort

RequestIP Port

IP Port Request

Response

ResponsePort

ResponseIP Port

ResponseIP Port

Response

ResponsePort
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Application Layer – Web browser
• Constructs the request in a specific format – HTTP request.
• Includes address information of the server (domain name)

Transport Layer
• Breaks HTTP request into TCP packets (each with address info – domain 

name and port)

Internet Layer
• Looks up IP address for domain name
• Routes TCP packets to destination IP address (packet switching)

Link Layer
• Packets are transmitted across wire/wireless to Internet Service Provider
• ISP relays packets across various hops in the network

Example: requesting a webpage
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Link Layer
• Receives packets across “wire”

Internet Layer
• Collects packets for this IP address

Transport Layer (TCP)
• Collects packets for a specified port
• Assembles packets of request in order.
• Determines if there are any errors, and if so requests retransmission.
• Sends complete HTTP request to application for this port

Application Layer – Web server
• Processes the HTTP request, maybe prepares a response

Example: receiving a webpage request
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Network security protocols
• Network-related security protocols in common use 

include:
– Secure Shell (SSH):

• Used for remote login, file transfer, and limited VPN service.
– Transport Layer Security (TLS): 

• Used extensively on the web and is often referred to in privacy 
policies as a means of providing confidential web connections.

– IP Security (IPsec): 
• Provides security services at the IP level and is used to provide 

Virtual Private Network (VPN) services.
– WiFi security (WEP, WPA, WPA2): 

• Provides security services at the link layer for wireless 
communication
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IETF Internet Protocol suite
Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G

TLS
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TRANSPORT LAYER SECURITY (TLS)
A.K.A. SECURE SOCKETS LAYER (SSL)
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Terminology
• SSL: Secure Sockets Layer
• Proposed by Netscape

– SSLv2: 1995
– SSLv3: 1996

• TLS: Transport Layer 
Security

• IETF Standardization of SSL
– TLSv1.0 = SSLv3: 1999
– TLSv1.1: 2006
– TLSv1.2: 2008
– TLSv1.3: 2018

• HTTPS: HTTP (Hypertext 
Transport Protocol) over SSL
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TLS

• Transport Layer Security (TLS) is a cryptographic 
protocol that operates above the transport layer 
to provide security services to applications
– TLS runs over TCP
– Datagram TLS (DTLS) runs over UDP

• Consists of a variety of modes and has many 
options

• Usually relies on a public key infrastructure
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IETF Internet Protocol suite
Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN
• ADSL
• GSM/3G

TLS adds encryption
to many application
level protocols

TLS
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Security goals of TLS

• Provides authentication based on public key 
certificates
– server-to-client (always)
– client-to-server (optional)

• Provides confidentiality and integrity of 
message transmission

• But only protects confidentiality if 
authentication is correct.
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TLS and HTTP

• TLS can be used to provide protection for 
HTTP communications:
– Port 443 is reserved for HTTP over TLS 
– HTTPS is the name of the URL scheme used with 

this port.
– http://www.example.com/ implies the use of 

standard HTTP using port 80
– https://www.example.com/ implies the use of 

HTTP over TLS using port 443.

50
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SSL/TLS Protocol
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Client Server

1. Negotiate cryptographic algorithms

2. Authenticate using certificates

3. Establish encryption keys
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SSL/TLS Protocol
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Client Server

1. Negotiate cryptographic algorithms

2. Authenticate using certificates

3. Establish encryption keys
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Structure of TLS

Negotiation of cryptographic parameters

Authentication (one-way or mutual) using public key certificates

Establishment of a master secret key

Derivation of encryption and authentication keys

Key confirmation

Bi-direction authenticated encryption
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Structure of TLS 1.3
ClientHello
+ ClientKeyShare

-------->                     
ServerHello

+ ServerKeyShare
(derive handshake encryption keys)        

(activate handshake encryption)
CertificateRequest*

ServerCertificate
CertificateVerify

ServerFinished
<--------

ClientCertificate*
CertificateVerify*
ClientFinished -------->

(derive application encryption keys)
(activate application encryption)

Bi-direction authenticated encryption
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TLS versionrandom noncesession identifierpreferred ciphersuitespreferred compression methodextensions

Diffie–Hellman
ECDH

Diffie–Hellman
ECDH

RSA
ECDSA

RSA
ECDSA

HKDF with 
SHA-2

HKDF with 
SHA-2

HMAC with SHA-2

HMAC with SHA-2

AES GCM
ChaCha20/Poly1305



TLS: Handshake Protocol

• Provides one service for TLS connections:
– Authentication (server-to-client)

• Ensures that the connection really is with the server with the 
given domain name

• Typically uses X.509 certificates
• Optionally can do client-to-server authentication

• Handshake protocol also establishes keys that will 
be used in the record protocol for additional 
security services.
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TLS: Record Protocol Overview
• Provides two services for TLS connections.
– Message Confidentiality: 

• Ensure that the message contents cannot be read in transit.
• The Handshake Protocol is used to establish a symmetric key to be 

used to encrypt SSL/TLS payloads in the record protocol.

– Message Integrity:
• Ensure that  the receiver can detect if a message is modified in 

transmission.
• The Handshake Protocol establishes a shared secret key used to 

construct a Message Authentication Code.

• Supplied by an authenticated encryption (with 
associated data) scheme (AEAD)
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Is TLS secure?
What should TLS do?

• Server-to-client 
authentication

• Client-to-server 
authentication (optional)

• Confidential communication 
with integrity protection

What doesn’t TLS do?

• (Trusted creation of 
certificates)

• Password-based 
authentication

• Stop denial of service 
attacks

• Prevent web application 
vulnerabilities
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TLS security considerations
Trust and digital 

certificates

• TLS uses public keys –
provided in digital 
certificates 

• Certificates should be 
verified – requires tracing 
certificate pathways

• Web browsers come with 
pre-configured lists of root 
certificates but users can 
add or remove root CAs

One-way or mutual 
authentication?

• Authentication is usually of 
server to client only, not 
mutual

• Users usually do not have 
client certificates 

• Typically, authentication of 
users is not performed in 
handshake

• Instead, password 
authentication over server-
authenticated HTTPS channel 
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Many attacks on 
TLS
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(Perfect) Forward secrecy
• An adversary who later 

learns the server's long-
term private key 
shouldn't be able to 
read previous 
transmissions

60

• Signed Diffie–Hellman 
key exchange provides 
forward secrecy

• TLS ≤1.2 supported RSA 
public key encryption 
for key exchange which 
does not provide 
forward secrecy



TLSv1.3: The Next Generation
• Multi-year process 

involving good 
interaction between 
academics and industry

• Standardized in August 
2018

• Primary goals:
– remove ciphersuites

without forward secrecy
– remove obsolete / 

deprecated algorithms
– provide low-latency 

mode with fewer round 
trips

– encrypt more of the 
handshake to improve 
privacy

https://www.ssllabs.com/ssl-pulse/ July 11, 2021
61
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OTHER PROTOCOLS
SSH, IPsec
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SSH (Secure Shell) protocol
• SSH used for secure remote 

access (like telnet, but 
secure)
– Occasionally used as a "poor 

man's VPN"
• Run over TCP, typically on 

port 22

• Provides public key 
authentication of servers 
and clients and encrypted 
communication 

• Specified in RFCs by the IETF
63



Use of SSH

• Primarily used as an 
application itself 
(remote login)

• Occasionally used as a 
“poor man’s VPN”

Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G
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SSH protocol
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Client Server

1. Negotiate cryptographic algorithms

2. Server authentication using digital signature

3. Key exchange to establish encryption keys
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SSH protocol
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Client Server

1. Negotiate cryptographic algorithms

2. Server authentication using digital signature

3. Key exchange to establish encryption keys
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Binary packet protocol InternetChannel 1 - shell
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Security goals of SSH
• Message Confidentiality

– Protects against 
unauthorised data 
disclosure

– Achieved using encryption

• Message Integrity
– Protects against 

unauthorised changes to 
data during transmission 
(intentional or 
unintentional)

– Achieved using message 
authentication code

• Message Replay Protection
– The same data is not 

delivered multiple times
– Achieved using counters and 

integrity protection

• Peer Authentication
– Ensures that traffic is being 

sent from the expected party
– Server-to-client auth:

• based on public keys
– Client-to-server auth:

• based on passwords or public 
keys
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Server authentication in SSH
• Based on public key 

digital signatures
• Unlike TLS, (typically) does 

not use X.509 certificates –
just a raw public key

• No systematic solution for 
authentic distribution of 
public keys
– Console displays public key 

fingerprint (hash) on first 
login

– User should check hash 
through some out-of-band 
method
• E.g. phone call to sysadmin

– SSH client saves hash for 
future logins and raises alert 
if changed
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Client authentication in SSH

• Based on passwords or public key digital 
signatures

• Security-conscious installation would disable 
password-based authentication and only 
support public key authentication
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Public key client authentication in SSH

• "Many-to-many mapping"

• Each account can have multiple associated public keys
– Multiple users can login to a single account without having to be told 

the password for that account. Easy to revoke one user’s access to that 
account

– One user could have a different key from each local computer (laptop, 
desktop, ...); if one of local computer is lost/compromised, easy to 
revoke its access

• Each user can associate the same public key with multiple 
accounts on multiple servers
– Yields a form of single sign-on
– Users can & should protect their private key using a password
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IPsec (Internet Protocol Security)

• Provides confidentiality 
and authentication for 
Internet communications

• Works at the IP layer of 
the protocol stack
– TLS works at higher levels, 

so applications have to be 
designed to use TLS

– IPsec can be used 
transparently with any 
application

• Often used for Virtual 
Private Networks (VPNs)

Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G
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IPsec: Common Architectures
Gateway-to-gateway

!"#$%&'()*!+(!,&%-./(0#1/-%.2-"3(455677(
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IPsec: Common Architectures
Host-to-gateway

!"#$%&'()*!+(!,&%-./(0#1/-%.2-"3(455677(
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WIRED EQUIVALENT PRIVACY (WEP)
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IETF Internet Protocol suite
Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G

WEP and WPA are to 

packets before they are 

transmitted over WiFi
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WiFi Security

WEP / W
PA

Internet

Encrypted
:(

Unencrypted :)
Unencrypted :)
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Wireless LAN
IEEE 802.11

• Working group of the IEEE 
(Institute of Electrical and 
Electronic Engineers)

• Various standards for WLAN 
protocols
– Core OSI layer 1 and layer 2 

WLAN standards: 802.11, 
802.11a, 802.11b, 802.11g, 
802.11n, 802.11ac, …

– Security standards: 802.11i, 
802.1X, …

Wi-Fi Alliance

• Trade group that owns the 
Wi-Fi trademark and 
licenses it to products that 
comply with a certain 
subset of (rebranded) IEEE 
standards for 
interoperability
– ≥ 1 of 802.11 a/b/g/n
– Wi-Fi Protected Access II 

(WPA2) ≈ 802.11i
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Wireless LAN security protocols
IEEE Wi-Fi Alliance

1997 Wired Equivalent 
Privacy (WEP)

N/A Included in original 
802.11 standard

2003 802.11i draft Wi-Fi Protected 
Access (WPA)

2004 802.11i Wi-Fi Protected 
Access II (WPA2)

2001–2004 802.1X WPA-Enterprise
WPA2-Enterprise

2006 N/A Wi-Fi Protected 
Setup (WPS)

2018 802.11-2016 WPA3-Personal
WPA3-Enterprise
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Wired Equivalent Privacy (WEP)
• Part of the original 802.11 standard in 1997
• Entity Authentication:
– Open System authentication: 

• Basically no authentication
• Public WLAN with capture/splash screen

– Ethernet MAC address – easily spoofed
– Shared Key authentication:

• Challenge-response protocol based on knowledge of pre-shared 
key

• Confidentiality & Integrity:
– Encryption using RC4 with various key sizes
– Integrity using CRC-32 checksum
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Insecurity of WEP

• Entity authentication: completely insecure; 
attacker can impersonate after seeing a single 
packet

• Message integrity: completely insecure; attacker 
can undetectably modify any packet with 100% 
success rate

• Message confidentiality: completely insecure; 
attacker can recover secret key with high 
probability in just a minute using readily available 
tools
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Wi-Fi Protected Access II (WPA2)

• Wi-Fi Alliance name for the IEEE 802.11i final 
standard of 2014

• Goal: improve security compared to WEP
• Entity Authentication:
– WPA-Personal, WPA-Enterprise, Wi-Fi Protected Setup

• Confidentiality & Integrity:
– Encryption: AES in Counter Mode
– Integrity: AES-CBC-MAC
– "CCMP": CTR mode with CBC-MAC Protocol
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IETF Internet Protocol suite
Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G

TLS
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Case study: Injecting ads 
in Wi-Fi hotspot
AT&T provides free Wi-Fi 
hotspots in airports.

In addition to making users 
view ads when they first 
connected to the hotspot, 
AT&T was also modifying 
HTTP responses from web 
servers to include their 
own ads on pages.

http://arstechnica.com/business/2015
/08/atts-free-wi-fi-hotspot-injects-
extra-ads-on-non-att-websites/
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Case study: 
Injecting ads in Wi-Fi hotspot

WEP / W
PA

Internet

GET http://www.stanford.edu/
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Case study:
Injecting ads in Wi-Fi hotspot

• Link-layer security would not protect 
against this attack
– WEP/WPA

• Internet-layer, transport-layer, and 
application-layer would protect 
against this attack
– IPsec: Use a VPN to a trusted 

gateway.
– TLS: Encryption/integrity protection 

for web page connections.
– SSH: Encryption/integrity protection 

for remote login. 

Layer Examples

Application
web (HTTP, HTTPS)
email (SMTP, POP3, IMAP)
login (SSH, Telnet)

Transport connection-oriented (TCP)
connectionless (UDP)

Internet

addressing and routing:
• IPv4, IPv6
control (ICMP)
security (IPsec)

Link

packet framing (Ethernet)
physical connection
• WLAN (WEP, WPA)
• ADSL
• GSM/3G

TLS
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Assignment 1
1a) Secure email - PGP
• Generate a public key / 

private key pair
• Send me an encrypted 

email using PGP

1b) HTTPS connections
• Inspect X.509 certificates 

used in a browser
• Use Wireshark to 

examine the messages in 
a TLS connection
– Can do in Kali Linux or in a 

local installation of 
Wireshark

1c) Choosing network 
security protocols
• Discuss the use of 

different protocols
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Assignment 0
Downloading and installing 

VirtualBox and Kali Linux

https://www.douglas.stebila.ca/teaching/cryptoworks21/

https://www.douglas.stebila.ca/teaching/cryptoworks21/

