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Target Attack Name Year Reference

Core cryptography
RSA PKCS#1v1.5 decryption Side channel – Bleichenbacher 1998∗, 2014 [12]∗, [38]
DES Weakness – brute force 1998 [21]
MD5 Weakness – collisions 2005 [33]
RC4 Weakness – biases 2000*, 2013,15 [24, 35]∗, [4, 49, 34]
RSA export keys FREAK 2015 [8]
DH export keys Logjam 2015 [2]
RSA-MD5 signatures SLOTH 2016 [11]
Triple-DES Sweet32 2011*, 2016 [45]∗, [10]

Crypto usage in ciphersuites
CBC mode encryption BEAST 2002∗, 2011 [39]∗, [20]
Diffie–Hellman parameters Cross-protocol attack 1996∗, 2012 [51]∗, [37]
MAC-encode-encrypt padding Lucky 13, Lucky microseconds 2013,15 [5, 3]
CBC mode encryption + padding POODLE, ZombiePoodle, GoldenDoodle 2014,19 [40, ?]

TLS protocol functionality
Support for old versions Jager et al., DROWN 2015, 2016 [27, 6]
Negotiation Downgrade to weak crypto 1996, 2015 [51, 8, 2]
Termination Truncation, Cookie Cutter 2007,13,14 [7, 46, 9]
Renegotiation Renegotiation attack 2009 [43]
Compression CRIME, BREACH, HEIST 2002∗, 2012,16 [28]∗, [44, 42, 48]
Session resumption Triple-handshake attack 2014 [9]
Pre-shared keys Selfie† 2019 [19]

Implementation – libraries
OpenSSL – RSA Side-channel 2005, 2007 [41, 1]
Debian OpenSSL Weak RNG 2008 [47]
OpenSSL – elliptic curve Side-channel 2011–14 [15, 14, 52]
Apple – certificate validation goto fail; 2014 [32]
OpenSSL – Heartbeat extension Heartbleed 2014 [16, 17]
Multiple – certificate validation Frankencerts 2014 [13]
NSS – RSA PKCS#1v1.5 signatures BERserk (Bleichenbacher) 2006∗, 2014 [23]∗, [31]
Multiple – state machine CCS injection, SMACK 2014, 2015 [29, 8]
GnuTLS – session resumption High-STEKs† 2020 [30]

Implementation – HTTP-based applications
Netscape Weak RNG 1996 [26]
Multiple – certificate validation “Most dangerous code”, MalloDroid 2012 [25, 22]

Application-level protocols
HTTP SSL stripping 2009 [36]
HTTP server virtual hosts Virtual host confusion 2014 [18]
IMAP/POP/FTP STARTTLS command injection 2011 [50]

∗ denotes theoretical basis for a later practical attack; † denotes TLS 1.3-specific attack.
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[40] B. Möller, T. Duong, and K. Kotowicz. This POODLE bites: Exploiting the SSL 3.0 fallback, September 2014.
https://www.openssl.org/~bodo/ssl-poodle.pdf.

[41] C. Percival. Cache missing for fun and profit, May 2005. http://www.daemonology.net/papers/htt.pdf.

[42] A. Prado, N. Harris, and Y. Gluck. SSL, gone in 30 seconds: A BREACH beyond CRIME. In Black Hat USA
2013, August 2013. https://www.blackhat.com/us-13/archives.html#Prado.

[43] M. Ray and S. Dispensa. Renegotiating TLS, November 2009.

[44] J. Rizzo and T. Duong. The CRIME attack, 2012. Presented at ekoparty ’12. http://goo.gl/mlw1X1.

[45] P. Rogaway. Evaluation of some blockcipher modes of operation. Technical report, Cryptography Research and
Evaluation Committees (CRYPTREC) for the Government of Japan, February 2011. http://web.cs.ucdavis.
edu/~rogaway/papers/modes.pdf.

[46] B. Smyth and A. Pironti. Truncating TLS connections to violate beliefs in web applications. In Black Hat USA,
July 2013. http://www.bensmyth.com/files/Smyth13-truncation-attacks-to-violate-beliefs.pdf.

[47] The Debian Project. Debian Security Advisory DSA-1571-1 openssl – predictable random number generator,
May 2008. http://www.debian.org/security/2008/dsa-1571.

[48] M. Vanhoef and T. V. Goethem. HEIST: HTTP encrypted information can be stolen through TCP-windows. In
Black Hat USA, August 2016. https://tom.vg/papers/heist_blackhat2016.pdf.

[49] M. Vanhoef and F. Piessens. All your biases belong to us: Breaking RC4 in WPA-TKIP and TLS. In 24th
USENIX Security Symposium. USENIX Association, 2015.

[50] W. Venema and M. Orlando. Vulnerability note VU#555316: STARTTLS plaintext command injection
vulnerability, March 2011. http://www.kb.cert.org/vuls/id/555316.

[51] D. Wagner and B. Schneier. Analysis of the SSL 3.0 protocol. In Second USENIX Workshop on Electronic Com-
merce, November 1996. http://www.usenix.org/publications/library/proceedings/ec96/index.html.

[52] Y. Yarom and N. Benger. Recovering OpenSSL ECDSA nonces using the FLUSH+RELOAD cache side-channel
attack, 2014. Cryptology ePrint Archive, Report 2014/140.

4

https://www.blackhat.com/presentations/bh-dc-09/Marlinspike/BlackHat-DC-09-Marlinspike-Defeating-SSL.pdf
https://www.blackhat.com/presentations/bh-dc-09/Marlinspike/BlackHat-DC-09-Marlinspike-Defeating-SSL.pdf
https://www.blackhat.com/presentations/bh-dc-09/Marlinspike/BlackHat-DC-09-Marlinspike-Defeating-SSL.pdf
http://www.thoughtcrime.org/software/sslstrip/
https://www.openssl.org/~bodo/tls-cbc.txt
https://www.openssl.org/~bodo/tls-cbc.txt
https://www.openssl.org/~bodo/ssl-poodle.pdf
http://www.daemonology.net/papers/htt.pdf
https://www.blackhat.com/us-13/archives.html#Prado
http://goo.gl/mlw1X1
http://web.cs.ucdavis.edu/~rogaway/papers/modes.pdf
http://web.cs.ucdavis.edu/~rogaway/papers/modes.pdf
http://www.bensmyth.com/files/Smyth13-truncation-attacks-to-violate-beliefs.pdf
http://www.debian.org/security/2008/dsa-1571
https://tom.vg/papers/heist_blackhat2016.pdf
http://www.kb.cert.org/vuls/id/555316
http://www.usenix.org/publications/library/proceedings/ec96/index.html

