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Hierarchy of tool capabilities

8

1. LaTeX management

2. Basic inlining & typechecking

3. More advanced typechecking

4. Exportable to formal verification

Hierarchy developed in HACS 2026 discussion group led by Doreen Riepel

Require domain-
specific language 
capable of 
expressing some/all 
of cryptography 
(interactive stateful 
oracle programs, 
rich mathematical 
types
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1. LaTeX management

2. Basic inlining & typechecking

3. More advanced typechecking

4. Exportable to formal verification

Hierarchy developed in HACS 2026 discussion group led by Doreen Riepel

TeXFrog

ProofFrog

+ worked 
example



TeXFrog
https://texfrog.github.io/
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https://texfrog.github.io/


My goals
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1. Help proof authors manage the LaTeX source 
code for their game-hopping proofs
• Write a single block of LaTeX source code
• Generate individual games, reductions, and consolidated 

game figures

2. Think about new ways of presenting proofs to 
readers



Working in LaTeX
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1. Tag lines of source code with metadata 
indicating which games/reductions a line 
belongs to

2. Generate figures with the relevant lines 
included

LaTeX functionality is a pure LaTeX package; no external requirements. HTML export is a Python program.



1. Tag lines of source code with metadata indicating which 
games/reductions a line belongs to
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2. Generate figures with the relevant lines included
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New ways of presenting proofs to readers

15https://texfrog.github.io/demos/tutorial-cryptocode/ 

https://texfrog.github.io/demos/tutorial-cryptocode/
https://texfrog.github.io/demos/tutorial-cryptocode/
https://texfrog.github.io/demos/tutorial-cryptocode/


A key exchange model

16Extracted from: Doreen Riepel, Paul Rösler, https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf 

https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf
https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf
https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf
https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf
https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf


A starting point, not an ending point
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⚠ Caveat: ⚠
I haven’t actually written 
a paper using TeXFrog, 
so I don’t know if it 
actually helps proof 
authors

Call for discussion:
• What is useful to us as 
proof authors?

• What would we like as 
proof readers?

• With coding agents, the cost of 
making tools like this can be low.*

* TeXFrog was entirely vibe-coded with Claude Code 
   in about 10 hours



ProofFrog
https://prooffrog.github.io/
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Joint work with Ross Evans and Matthew McKague. https://eprint.iacr.org/2025/418

https://prooffrog.github.io/
https://eprint.iacr.org/2025/418


Game hopping proofs, Joy of Cryptography-style
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All security properties 
defined as left/right games

• Initialize routine is 
run once

•Adversary can call 
any oracles, many times, 
in any order

Rosulek, Joy of Cryptography, 2025. https://joyofcryptography.com/ 

A symmetric encryption scheme Σ is CPA-secure 
if the following two games are indistinguishable:

https://joyofcryptography.com/


Mechanics of checking a game-hopping proof
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SymEnc 
scheme 

Pi

INDCPA
Left

SymEnc 
scheme 

Pi

INDCPA
Right

Reduction B1

PRG
Real

PRG
Random

3. Check these inlined games 
are code-wise equivalent

3. Check these inlined games 
are code-wise equivalent

4. These are indistinguishable
assuming PRG security

1a. Form starting 
game by inlining 
target scheme
into left side of 
security property

1b. Form ending 
game by inlining 
target scheme
into right side of 
security property

2. Form intermediate 
games by inlining 

reduction into each 
side of its security 

property

5. Sum the
accumulated
bounds



Mechanics of checking a game-hopping proof
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3. Check these inlined games 
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target scheme
into left side of 
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game by inlining 
target scheme
into right side of 
security property

2. Form intermediate 
games by inlining 

reduction into each 
side of its security 

property

5. Sum the
accumulated
bounds

Inlining

Code-wise equivalence



Code-wise equivalence 
via automated program canonicalization
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Check if two games are equivalent by 
transforming their source code into a 
“canonical form”, then checking if their 
canonical forms are equal as strings

Transformations must be semantics-
preserving

• e.g., rename variables, sort statements, 
eliminate unused lines



⚠ ⚠ ⚠ ProofFrog Limitations ⚠ ⚠ ⚠
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• Automation fails => no manual recourse
• Tool is immature: new proofs often require engine extensions
• Limited expressivity

• Proof techniques
• Mathematical constructions

• Limited mathematical/probabilistic reasoning
• No verification of ProofFrog engine
• Not yet peer-reviewed
• Generative AI used for engine development



Use in classes
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Tempting to use in class to force 
students to learn to strictly follow 
game-hop proof mechanics

Currently being tried (not for 
grades) at:
• TUE by Andreas Hülsing & 

Kathrin Hövelmanns
• FAU Erlangen-Nürnberg by 

Paul Rösler

Resources available:
• pip install proof_frog
• ProofFrog manual with 

tutorial and worked examples
• Library of basic primitives, 

security definitions, proofs
• Private examples repository 

for instructors
• I am happy to help!



Generative AI for proof development
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Have an MCP server for 
coding agents to interact 
with ProofFrog engine

MCP: Model Context 
Protocol

• Way for chat agents to 
interact with services

> Write a ProofFrog proof
> that the symmetric 
> encryption scheme 
> ctxt = (nonce, 
> PRF(k, nonce) xor msg)
> is IND-CPA secure.



26https://prooffrog.github.io/researchers/publications/skech-2026/ 

[initial proof failed, it read some more examples & engine source code]

Total runtime: 11 minutes

https://prooffrog.github.io/researchers/publications/skech-2026/
https://prooffrog.github.io/researchers/publications/skech-2026/
https://prooffrog.github.io/researchers/publications/skech-2026/


ProofFrog vs. EasyCrypt
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EasyCrypt is much more expressive and has a much higher 
degree of assurance

ProofFrog will never catch up, but maybe can fill a different 
niche, benefitting from and complementing EasyCrypt

• Can we export ProofFrog schemes & games to EasyCrypt?
• Can we export ProofFrog proofs to EasyCrypt?
• Can we complete gaps in ProofFrog proofs in EasyCrypt?

to



CFRG hybrid KEMs 
analysis using ProofFrog

Crypto Forum                                                 D. Connolly
Internet-Draft                                                 SandboxAQ
Intended status: Informational                                 R. Barnes
Expires: 3 September 2026                                          Cisco
                                                               P. Grubbs
                                                  University of Michigan
                                                            2 March 2026

                Hybrid PQ/T Key Encapsulation Mechanisms
                     draft-irtf-cfrg-hybrid-kems-10 28



CFRG hybrid KEM constructions
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Traditional is a group Traditional is a KEM

Universal combiner
UG

ss = H(ssPQ, ssT, ctPQ, ctT, pkPQ, pkT)

like StarFortress [CG26]

UK
ss = H(ssPQ, ssT, ctPQ, ctT, pkPQ, pkT)

like [GHP18]

C2PRI combiner
• omit ctPQ, pkPQ
• assume PQ KEM is ciphertext 2nd 

preimage resistant

CG
ss = H(ssPQ, ssT, ctT, pkT)

like X-Wing [BCD+24] 
/ QSF StarFighters [CHH+25]

CK
ss = H(ssPQ, ssT, ctT, pkT)

like StarHunters [COSS26]

https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/ 
[BCD+24] Barbosa, Connolly, Duarte, Kaiser, Shwabe, Varner, Westerbaan. IACR CIC 2024.
[CG26] Connolly, Grubbs. Eprint 2026/125.
[CHH+25] Connolly, Hövelmanns, Hülsing, Kousidis, Meijers. Eprint 2025/1397.
[COSS26] Connolly, Ounsworth, Schmieg, Stebila. Eprint 2026/427.
[GHP18] Giacon, Heuer, et al. PKC 2018

x 2
        Seeded: sk is a single seed
        Expanded: full sk's

https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-hybrid-kems/


Intended security properties
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Correctness

Hybrid IND-CCA 
security
• IND-CCA if 

PQ component 
is IND-CCA

• IND-CCA if 
traditional component 
is IND-CCA

Binding properties [CDM24]
Session key K binds PK or CT

• “Changing PK or CT changes K”
• MAL: adversary-supplied keypair
• LEAK: honest keypair, given to adversary
• HON: honest keypair, decaps oracle

Targets:
• LEAK-BIND-K-PK
• LEAK-BIND-K-CT
[CDM24] Cremers, Dax, Medinger. ACM CCS 2024.



Preliminary results
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CG
seeded

CG
expanded

CK
seeded

CK
expanded

UG
seeded

UG
expanded

UK
seeded

UK
expanded

Traditional group group KEM KEM group group KEM KEM

Combiner C2PRI C2PRI C2PRI C2PRI universal universal universal universal

Correctness ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

IND-CCA 
traditional

✅
ROM

✅
ROM

✅ ✅ ✅
ROM

✅
ROM

✅ ✅

IND-CCA
PQ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅

LEAK-BIND
-K-CT

⚠ std model

✅ PRG ROM
✅

⚠ std model

✅ PRG ROM
✅ ✅ ✅ ✅ ✅

LEAK-BIND
-K-PK

⚠ std model

✅ PRG ROM
✅

⚠ std model

✅ PRG ROM
✅ ✅ ✅ ✅ ✅

HON-BIND
-K-CT ✅ std model implied ✅ std model implied implied implied implied implied

HON-BIND
-K-PK ✅ std model implied ✅ std model implied implied implied implied implied

https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems 

https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems
https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems
https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems
https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems
https://github.com/ProofFrog/examples/tree/dev/applications/cfrg-hybrid-kems


{CG, CK}-seeded binding in standard model
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LEAK-BIND 
reveals sk to 
the adversary

Problem for CG & CK seeded:
• pkPQ and ctPQ are not included 

in hash
• So binding of hybrid has to 

come via reduction to binding of 
underlying PQ KEM

• Reduction receives PQ KEM's 
secret key (either as seed or 
expanded) 

• But reduction has to simulate a 
hybrid secret key which is a 
single master seed that expands 
to the target PQ KEM secret key

Can show LEAK-BIND 
in ROM: 
• Program the PRG

Can show HON-BIND 
in std model:
• Adversary only gets 

decaps oracle, so 
standard-model 
reduction can simulate 
via passthrough

AFAIK 
these subtleties 
were not known 
before this work.



Proof creation process
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1. Have Claude read the Internet-Draft to create the schemes
2. Carefully review and edit scheme definitions and security properties

• *-BIND-* properties as left/right games
3. Help Claude make the proofs

• ProofFrog example corpus includes hybrid IND-CCA security of [GHP18] & 
StarFortress

• Multiple engine extensions required
• Approximately 20 hours of working with Claude for engine extension + proofs
• Figure out shape of results for seeded binding and prompt Claude
• Claude mostly figured out the sequence of games and the reductions

4. Carefully review theorem statements



Wrapping up

34



Hierarchy of tool capabilities
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1. LaTeX management

2. Basic inlining & typechecking

3. More advanced typechecking

4. Exportable to formal verification

Hierarchy developed in HACS 2026 discussion group led by Doreen Riepel



Requirements satisfied?
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Reflection & conclusion
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Hierarchy of 
proof tools for 
pen-and-paper 
cryptographers

What is useful 
to us as 
proof authors?

What would 
we like as 
proof readers?

https://texfrog.github.io/   https://prooffrog.github.io/ 

• TeXFrog for LaTeX 
management?

• ProofFrog as an 
educational tool?

• ProofFrog as a research 
tool?

• “moderate assurance”? 
• export to high assurance?

Problem context Discussion Some tools

https://texfrog.github.io/
https://prooffrog.github.io/


Appendix
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ProofFrog engine



ProofFrog sample: KEM.primitive

40https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive 

https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/primitives/KEM.primitive


{LEAK,HON}-BIND-K-{CT,PK}

41[CDM24] Cremers, Dax, Medinger. ACM CCS 2024.



LEAK-BIND-K-CT

42



ProofFrog sample: LEAK-BIND-K-CT.game

43https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/games/KEM/Binding/LEAK_BIND_K_CT.game 

https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/games/KEM/Binding/LEAK_BIND_K_CT.game
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https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/games/KEM/Binding/LEAK_BIND_K_CT.game


LEAK-BIND-K-PK
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ProofFrog sample: UK_seedbased.scheme

45https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/schemes/UK/UK_seedbased.scheme 
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https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/schemes/UK/UK_seedbased.scheme
https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/schemes/UK/UK_seedbased.scheme


ProofFrog sample: UK_seedbased_LEAK_BIND_K_CT.proof

46https://github.com/ProofFrog/examples/blob/elgamal-gapcdh/applications/cfrg-hybrid-kems/proofs/UK/UK_seedbased_LEAK_BIND_K_CT.proof 
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ProofFrog sample: UK_seedbased_LEAK_BIND_K_CT.proof
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ProofFrog sample execution: 
UK_seedbased_LEAK_BIND_K_CT.proof
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ProofFrog sample execution: 
UK_seedbased_LEAK_BIND_K_CT.proof
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