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How can users tell when a website is secure?

“secure” = “safe to enter personal information”
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Criteria people use to decide if a website is secure

What criteria do people use
to decide if a website is secure?

Consider criteria identified by Whalen and Inkpen' through
eye-tracking and subject interviews.

1 ) ) ) ) . .
Whalen, Inkpen. Gathering evidence: use of visual security cues in web browsers. Graphics Interface, 112:137-144 (2005)
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Criteria people use to decide if a website is secure

“type of site” - 88%
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Criteria people use to decide if a website is secure

“lock or key icon” - 75%
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Criteria people use to decide if a website is secure

“type of information” - 69%

Email address
.

PayPal password

D. Stebila » Reinforcing bad behaviour: the misuse of securit; icators on popular websites



Criteria people use to decide if a website is secure

“site statements” - 50%

Privacy | Safety Advice
ot | Developers | Jobs.
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https” - 50%
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Criteria people use to decide if a website is secure

“certificate” - 19%

(722 PayPal, Inc. (US) }
.
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“certificate” - 19%
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Security indicators

What criteria should people use to decide if a
website is secure?

Narrow focus from a cryptographer’s perspective:

» What criteria accurately convey the known security properties of
the connection?

» Use of the SSL / HTTPS protocol which encrypts all data and gives
server-to-client authentication.
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Security indicators

We can’t trust anything provided by the server
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Security indicators

We can’t trust anything provided by the server
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Security indicators

Security indicator: “https” in location bar
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Security indicators

Security indicator: lock icon in browser chrome
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Security indicators

Security indicator: lock icon in browser chrome
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Security indicators

Security indicator: lock icon in browser chrome
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Security indicators

Security indicator: domain name correct

L fwww.paypal.com /&=
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Security indicators

Security indicator: extended validation certificate
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Security indicators

Security indicators
S1. Does the URL in the location bar begin with https?
S2. Is the domain name of the URL in the location bar correct?
S3. Is the lock icon displayed somewhere in the browser chrome?

S4. Are there indicators present for an extended validation
certificate?
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Security indicators

Do people use security indicators?

D. Stebila » Reinforcing bad behaviour: the misuse of security indicators on popular websites



Security indicators

Use of security indicators: Whalen and Inkpen?

Methodology: eye-tracking, subject interviews.

» “type of site” - 88%

» “lock or key icon” - 75%

» “type of information” - 69%
» “site statements” - 50%

» “https” - 44%

» “certificate” - 19%

2 ) ) ) ) . .
Whalen, Inkpen. Gathering evidence: use of visual security cues in web browsers. Graphics Interface, 112:137-144 (2005)
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Security indicators

Use of security indicators: Schechter et al.’

Absence of security indicators: Examined user behaviour when

logging in to financial websites. All 67 subjects continued logging in
even when no security indicators were present.

Site authentication images: Users were more willing to ignore

browser warnings and security indicators when site-authentication
images were used.

3Schechter, Damija, Ozment, Fischer. The emperor’s new security indicators: An evaluation of website authentication and
the effect of role playing on usability studies. Proc. IEEE SGP 2007, 51-65.
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Security indicators

Use of security indicators: Sobey et al.*
Methodology: eye-tracking

» Eye-tracking data showed that extended validation interface was
not originally noticed by users.

» Once trained, users show a willingness to adopt these features.

4Sobey, Biddle, van Oorschot, Patrick. Exploring user reactions to new browser cues for extended validation certificates.
Proc. ESORICS 2008, LNCS 5283, 411-427.

D. Stebila » Reinforcing bad behaviour: the misuse of security indicators on popular websites



Security indicators

Why do people ignore security indicators?

SWhitten, Tygar. Why Johnny can’t encrypt: A usability evaluation of PGP 5.0 Proc. USENIX 1999.
GDhamija, Tygar, Hearst. Why phishing works. Proc. CHI 2006.

D. Stebila » Reinforcing bad behaviour: the misuse of security indicators on popular websites



Security indicators

Why do people ignore security indicators?

1. “the unmotivated user property” >

. lack of knowledge of security and security indicators
. lack of attention to security indicators

. lack of attention to absence of security indicators °

A~ W

SWhitten, Tygar. Why Johnny can’t encrypt: A usability evaluation of PGP 5.0 Proc. USENIX 1999.
GDhamija, Tygar, Hearst. Why phishing works. Proc. CHI 2006.
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Security indicators

Why do people ignore security indicators?

—_

“the unmotivated user property” >
lack of knowledge of security and security indicators
lack of attention to security indicators

PowN

lack of attention to absence of security indicators °

Our hypothesis: users are habituated to ignoring security indicators
because many websites don’t use them properly.

SWhitten, Tygar. Why Johnny can’t encrypt: A usability evaluation of PGP 5.0 Proc. USENIX 1999.
GDhamija, Tygar, Hearst. Why phishing works. Proc. CHI 2006.
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Study goals, methodology, and results

To what extent are security criteria and indicators
misused on websites?

Widespread misuse of security criteria and indicators suggests users
will become habituated to making bad security decisions.
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Study goals, methodology, and results

Methodology

» ldentified security criteria and indicators from previous studies
and expert analysis.
» Assembled list of 125 popular websites:

» top 100 sites by traffic (as ranked by Alexa Topsites)
» top banks in USA, UK, Canada, Australia
» top 4 webmail services (Yahoo!, Hotmail, Gmail, AOL)

» Visited the website by typing in the domain name (hotmail.com).
» Checked for presence/absence of security criteria/indicators.
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Study goals, methodology, and results

Misuse of security indicators
» HTTP login page with HTTPS form submission

v

Lock icon on page or as favicon

v

Hidden location bar

v

Mismatched domain name

\4

Very complicated URL

D. Stebila » Reinforcing bad behaviour: the misuse of security indicators on popular websites



Study goals, methodology, and results

Misused indicator: login protocol vs. form protocol
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Study goals, methodology, and results

Misused indicator: login protocol vs. form protocol
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Study goals, methodology, and results

Misused indicator: login protocol vs. form protocol

Login page Form submission
HTTP 45%
HTTP HTTPS 10% x
HTTPS wW[EV cert. 5% X
HTTPS HTTPS 32% Vv
HTTPS W/EV cert. HTTPS w/EV cert. 8%

« HTTP form submission provides no protection whatsoever for
usernames or passwords.
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Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon
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Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon

800 AOL.com - Welcome to AOL
() B s/ my scr a0l.com/_car/login/login ripage.aol.c T
Aol. | Help
Sign In
Username or Email
Get the latest news that matters to you. Sign in to stay Password
connected to the people and things that matter most.
That's AOL. Forget
O Remember Me
Get a Free Username
CT
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Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon

ISR heps:// my.screenname.aol.com/_car/login/login.psp7sited omain=startpage.aol.com&siteState=OrigUrl%3 dhttpit3as2 62 fwww.ar 17 ¥
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Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon

806 L Jean Camp

@Z] [ (%] (& hup:rwww.ean.com/ v | [Feedback -]

m
Camp
Contact Resume CV Research Teaching Students Deslgn for Values Security E-Civil Libertles  Net Trust
Public Service Announcement
The only place to order your free credit report is
AnnualCreditReport.com. The other services will either
charge you, or keep the information you have authorized
them to view and resell it
Activities o
My Information Security Economics Website.
Office Hours
901 E 10th St. Room 200
Mondays 9:00-11 am
Fridays 9:30- 11:30am
Inventions
Incentive-Based Access Control Working with doctoral
candidate Debin Liu we have first paper on
incentive-based access control, entitled Mitigating
Inadvertent Insider Threas. “Future work” from this
paper now “work in progress”.
Net Trust: Informing Trust Decisions
Description: The Tech Talk Overview describes how Net
Trust works. Current trust mechanisms are built for
computers, not humans, despite the reams of available
research on human trust decisions. In fact, the most +
common trust devices (e.g., seals, domain names) v
require the cooperation of the malicious to function. We 4
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Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon
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My Information Security Economics Website.

Office Hours

901 E 10th St. Room 200
Mondays 9:00-11 am
Fridays 9:30- 11:30am

Inventions

Incentive-Based Access Control Working with doctoral
candidate Debin Liu we have first paper on
incentive-based access control, entitled Mitigating
Inadvertent Insider Threas. “Future work” from this
paper now “work in progress".

Net Trust: Informing Trust Decisions

Description: The Tech Talk Overview describes how Net
Trust works. Current trust mechanisms are built for
computers, not humans, despite the reams of available
research on human trust decisions. In fact, the most
common trust devices (e.g., seals, domain names)
require the cooperation of the malicious to function. We
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D. Stebila » Reinforcing bad behaviour: the misuse of security indicators on popular websites



Study goals, methodology, and results

Misused indicator: lock icon on page or as favicon

lock icon on HTTP pages 5% XX
lock icon on HTTPS pages 15% X

banks with lock icon on HTTPS pages 70% x

lock icon as favicon 2% XX
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Study goals, methodology, and results

Misused indicator: hidden location bar - 2%

Did you know you can use ANZ Internet Banking to:

} View account statements online with eStatements
» Start investing in minutes with the ANZ Online Investment Account

To find out more about ANZ Intemet Banking view the ANZ Intemet Banking
demo

A - September 2009

} Read current security alert

Log on to intemet Banking

Tips on how to Protect your banking
Customer Registration Number:| | :
Find out more sbout Internet Banking.
Password: Register for Intemet Banking.
Check your software settings
View Terms and co
Trouble logging on? Hel
® New Zesland

BN 11005 357 522, 1996-2008. ANZ' colour biue s a trade mark of ANZ
Wb Site Terms of Use |  ANZ Web Site Securty and Privacy Statement | Ste Map | Jobs at ANZ
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Study goals, methodology, and results

Misused indicator: mismatched domain name

]
2
(]

Mozilla Firefox 4.0 Beta 6

a

> ]

partypoker.com
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Study goals, methodology, and results

Misused indicator: mismatched domain name

800 E . Mozilla Firefox 4.0 Beta 6
(<)>] partypoker.com > ]
————
Yale) Play Online Poker at PartyPoker.com and Win up to §100
(4721 [&] [#] [@ rep wn parcypokercon So-

asino. | Backgamman | BIngo | Bats | Finaneial Trading | VIP | 2éhr Support | Real Money

My Account

=

PARI‘YP’_.:‘KeR? "Poker Operator of the Year 2009"
cGaming Avarcs
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Study goals, methodology, and results

Misused indicator: mismatched domain name

800 E . Mozilla Firefox 4.0 Beta 6
(<)>] partypoker.com > ]
————
Yale) Play Online Poker at PartyPoker.com and Win up to §100
(4721 [&] [#] [@ rep wn parcypokercon So-

| Real Money

=

"Poker Operator of the Year 2009"
ds

=poker&brandiD=PARTY
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Study goals, methodology, and results

Misused indicator: mismatched domain name

8no B . Mozilla Firefox 4.0 Beta 6
(<)>] partypoker.com > ]
——
‘anO Play Online Poker at PartyPoker.com and Win up to $100
(<)) (@] [#] [@ i mw parypotercoms Do~
o0 al v port | Real Money e

My Account
the Year 2009"
waros

(<)>] [e] (#) IRl / /secure. partyaccount.com /i pi-poesbandp-parry °Rd|

Is secure.partyaccount.com the right domain name to login to
partypoker.com?

» Apparently, yes.
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Study goals, methodology, and results

Misused indicator: mismatched domain name

800 E . Mozilla Firefox 4.0 Beta 6
(<)>] partypoker.com > ]
————
Yale) Play Online Poker at PartyPoker.com and Win up to §100
(<)) (@] [#] [@ i mw parypotercoms Dy~

| Real Money

=

"Poker Operator of the Year 2009"
ds

=poker&brandiD=PARTY

What about partypoker-account.com?
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Study goals, methodology, and results

Misused indicator: mismatched domain name

8no B . Mozilla Firefox 4.0 Beta 6
(<)>] partypoker.com > ]
——
‘anO Play Online Poker at PartyPoker.com and Win up to $100
(<)) (@] [#] [@ i mw parypotercoms Do~
o0 al v port | Real Money e

My Account
the Year 2009"
waros

(<)>] [e] (#) IRl / /secure. partyaccount.com /i pi-poesbandp-parry °Rd|

What about partypoker-account.com?
» Definitely not! I could buy this domain name right now.
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Study goals, methodology, and results

Misused indicator: mismatched domain name

-YeXe! Mozilla Firefox 4.0 Beta 6 |
()= 1 [ www.hotmail.com)| > ]

8006

[©REEY

Y3 Microsoft Corporation’ signin1.0&rpsnu=118&ct=1 =6.1.6206. [*2d

/login.live.com/lo}

£7 Windows Live
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Study goals, methodology, and results

Misused indicator: mismatched domain name

Match? Example typed domain — login domain

Exact match google.com — www.google.com 57% v
Close match yahoo.com — login.yahoo.com 30%

No match hotmail.com — login.live.com 13% X
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Study goals, methodology, and results

Misused indicator: complicated URL

» Complicated URL makes checking domain name harder

» “URL as UI"7

Complexity  Example Avg. Len.

Domain only  https;/www.chase.com/ 21.9  40%

One path https://www.blogger.com/start 329 17%
https://www.google.com/accounts/ServiceLogin

More than ?uilel=3&service=youtube&passive=true&contin

one path ue=http%3A%2F%2Fwww.youtube.com%2Fsign  110.1 42%

component in%3Faction_handle_signin%3Dtrue%26nomobil

etemp%3D1%26h|%3Den_US%26next%3D%252F
&hl=en_US&Itmpl=sso

7Jakob Nielsen. URL as Ul, March 1999. http://www.useit.com/alertbox/990321.html

©
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Study goals, methodology, and results

Improved Ul design for URL as Ul: Google Chrome

|Google Accounts

ano

€« > C & 2 hips://www.google.com/accounts (ServiceLogin?hl=en&eontinue=http:/ /www.google.com Ol A

Google accounts

Sign in o personalize your Google experience.

9 P ¥ ale exps Sign in with your
Google has mors ta offer when you sign in ta your Google Acoount. You can customize pages, view Google Account
recommendations, and get more relevant search results. “

Email:
Sign in on the right or create one for free using just an email address and password you choose.
ex: pai@example.com

Grmail Password:
Get a fresh start with email that has less spam o Stay signed in
Web History (signin)
‘Access and manage your web activity from any computer
iGoogle Can't access your account?

Add news, games and more to the Google homepage

Google Checkout
A faster, safer and more convenient way to shop online Don't have a Google Account?

Create an account now

©2011 Google - Google Home - Terms of Service - Privacy Palicy - Help
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Conclusions

Summary of results

Misused security indicators
HTTP login page with HTTPS form submission 15%

Lock icon on page or as favicon 23%
Hidden location bar 2%
Mismatched domain name 13%
Very complicated URL 42%

“Of the 125 sites we evaluated, only 5 avoided all misleading security
indicators. Hence, a typical user will, much more often than not, be
asked to make security decisions against best-practice
recommendations on security indicators.”
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Conclusions

Design recommendations

» Deliver the page containing the login form over HTTPS.
» Don'’t try to hide the location bar.

Ensure the domain name of the login page matches the domain
name of the site in question.

v

v

Don’t use lock icons anywhere in the web page content.
» Try to use simple URLs, especially for the login page.
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Conclusions

To improve security, we need...

» .. better user education.
» Security indicators to look for.
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Conclusions

To improve security, we need...

» .. better user education.
» Security indicators to look for.

» ... better web designer/programmer education.
» Design recommendations to follow.
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Conclusions

To improve security, we need...

» .. better user education.
» Security indicators to look for.

» ... better web designer/programmer education.
» Design recommendations to follow.

» ... better web browser design (and evaluation of those designs!).

» Stronger | simpler error messages.
» More /[ simpler [ different security messages.
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Conclusions

To improve security, we need...

» .. better user education.
» Security indicators to look for.

» ... better web designer/programmer education.
» Design recommendations to follow.

» ... better web browser design (and evaluation of those designs!).

» Stronger | simpler error messages.
» More /[ simpler [ different security messages.

» ... better web security technologies.
» Single sign-on (with browser support?).
» Cryptographically strong password-based mutual authentication.
» Design with usable security in mind.
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Conclusions

Open questions

» Dataset of most-frequently-logged-in-to sites, not
most-frequently-used sites.

» Usability study of single sign-on systems, such as Facebook
Connect and Twitter OAuth: how does users understand flow and
security of single sign-on systems?
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indicators on popular websites
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Misused security indicators
HTTP login page with HTTPS form submission  15%

Lock icon on page or as favicon 23%
Hidden location bar 2%
Mismatched domain name 13%
Very complicated URL 42%

Of the 125 sites we evaluated, only 5 avoided all misleading security
indicators. Hence, a typical user will, much more often than not, be
asked to make security decisions against best-practice
recommendations on security indicators.
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